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Little Steps to Becoming Cyber Resilient

We understand that cyber resilience can appear to be a mountain to climb, so take
little steps with us each week to consider and implement your cyber resilience.

As they say... each journey starts with a step.

Week 1: Knowing your current compromise.

The most common form of account take over is via passwords - either from being

exposed in a data breach or by way of dictionary attack. It doesn’t matter how well

secured the rest of your systems are if you have a password that everyone

knows.


https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdjqswj04.eu1.hubspotlinks.com%2FCtc%2FL1%2B113%2FdjqSWj04%2FVWS1wh4Wsx2MW12tCBr1RhJc1W89-nNw58trXGN861KzP3m2ndW7lCdLW6lZ3mGN1grYsLNq4FwW5qj2NV7xlhWkW5DyYSH8V32FXVtXbHx8rSTXwW2Zzk1-4jZFnDVMkmH66w-9p6W4-YdRg5ykJMBW3JPLXp6vv5JVW3JS4Rr97CRbTW4z8Spk1Z_pW3W3Ln7r45nhr-HW1VNcd-3nvGQ0Vn95pp4Nh5kZVJvWFf7Tq4qzW6SLxkm4552GwW41ZkC03XYB3mW8xkFCN6BLWnbW1DY1Jq5bWz-KW4J07Dk8QdKr5W3qyG3z3JwC8hN2h7Bp5bW8m7VXH83N2ZKxbhN3KQWrS_jrNsW2RMTpK8TRlS_f8hldqd04&data=05%7C02%7Cpria.webster%40kent.police.uk%7Cda7b8e4d6e31411307cf08dc190e13e5%7Cf31b07f09cf940db964d6ff986a97e3d%7C0%7C0%7C638412795506055730%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=9xgelnlG8%2BTjx3pAW1zD5bZjIjQOTbXsN6%2FfPe90Ai8%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdjqswj04.eu1.hubspotlinks.com%2FCtc%2FL1%2B113%2FdjqSWj04%2FVWS1wh4Wsx2MW12tCBr1RhJc1W89-nNw58trXGN861KzP3m2ndW7lCdLW6lZ3lpW6XnZ8T3ck-mlW7q1B738ygstTW3jzzKh1dss-8W7VMhMc4lHBRvW8YM1m_8Sw89NW1tdSwb7lLxJMW1YbVbp17tY_KW4h_VYY97R8bJW5dRjHr7H1F8GW6KKmc31kZ3wNW6c9J5h7j6BS1W1N1fw_2Xp_p8W6g4_Nf567g_jW19hxm31fX2xRW5ZWbyL7v107gW1Qrg2v7GZgHmN3ZMj-K_3R_BW2NCn6C1-Rnf3V43QhY2Xtl12W4j1Gmn5DHrMTW13mxG58rwwtwVthXd42c1m1hW2sX62S8bcXCbW64YrR-182R8Df1f7Pqx04&data=05%7C02%7Cpria.webster%40kent.police.uk%7Cda7b8e4d6e31411307cf08dc190e13e5%7Cf31b07f09cf940db964d6ff986a97e3d%7C0%7C0%7C638412795506055730%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=mRc5e7z1FsA%2BukKAsglf0MeIr5jPadVnv7TJM90VB1E%3D&reserved=0

Do you know if your password has been

compromised?

Visit haveibeenpwned.com and search for your email address.

Whilst you are there, why not also look to see if any emails using your domain
have been caught in any data breach? You can also sign up so you get notified of

any in the future so you can change them before anyone abuses the details.
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Check if your email or phone is in a data breach

kmail or phone (international format)

What to do if you have been compromised.

Change that password now... and in every account that you have used that
password or a variation of it.
Tell your employees, friends and families to check theirs — help everyone become

cyber resilient.

Next week... Default passwords — why you need to change them.


https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdjqswj04.eu1.hubspotlinks.com%2FCtc%2FL1%2B113%2FdjqSWj04%2FVWS1wh4Wsx2MW12tCBr1RhJc1W89-nNw58trXGN861Kzv3m2ndW6N1vHY6lZ3nPW7JXy9H8DHVgtW8q_j_V2ND0zbW5hbBMN7jbqStW7qWZds42FkfMW4758n74CMktPN2pcNjfDf1H1W2ZgKGf2_5W6LW7Z1VqB8zD28QW5NJnbN9dbZ-cW78Kxwm977JdMW3dL3cp7NXmPWW4RwG2_5q2DhDW2czfhv29LqypW1srz7827l2rWN4RKyGqQkzwWW2vmzX82brXFHN1HpgW7xc9yhW560q212gGyc9W7QTwH56drQpNW1Lf7VT14vJ07W4-Gcvs7Fm7rTVY4hFw1lMY53f3DBtQl04&data=05%7C02%7Cpria.webster%40kent.police.uk%7Cda7b8e4d6e31411307cf08dc190e13e5%7Cf31b07f09cf940db964d6ff986a97e3d%7C0%7C0%7C638412795506055730%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=VSi%2F1b9Parj1Q6xGuEGv%2FTIla4DDtoj5z59MypqI9VU%3D&reserved=0

