Warning signs of a cyberstalker or online predator

· They start contacting you multiple times a day

· They are anxious to move from social network / forum site to private email, texting or telephone calls

· They keep asking for personal information such as where you work

· They agree with everything you say “as if you were soul mates” 

· They seem to be too interested, too soon

· They keep changing their story

· They become demanding / controlling, such as wanting to know why you haven’t been online

· They know things about you that you didn’t tell them

· They seem to know when and where you are online

· They start adding your friends and family to their list, even though they don’t know them.

General Hints and Tips

Computers

· Buy anti-virus software that also has anti-spyware, run a scan. 
· If you are unsure if your computer is ‘safe’ use a friend’s computer or one in a library and delete your history when you have finished
Social Networks

· Secure your accounts so your abuser can’t access your account by changing your password and set-up two step authentication

· Block the person who is bothering you AND all their close friends and family members. 
· Use social media messaging to chat to friends privately versus posting updates online. 
· Update all your privacy AND security setting And app options. 

· Don’t allow social networks to access your location information.

· Ask friends not to post photos or messages about you on line          

Internet Dating

· Ask for their name and address then do a search online and verify they are real and it’s not fake profile. 

· Ask where call the company to see to confirm they work there. 
· If you are meeting someone for the first time meet during the day in public and take your own transportation. Ask a friend to sit a few tables away. 

· If you dating, go to the local police station and ask if this person has a history of domestic abuse (see Claire’s Law)     
  Email / Internet

· Change the passwords on your Wi-Fi router. Call your provider for help. 
· Update your email accounts password and set-up two step authentication so your abuser can’t access your email. 

· Save any abusive emails as evidence but do not reply to them

· Create multiple addresses for different purposes – e.g. trusted friends, social network, financial

Passwords

Get a password manager and update all your online accounts. Password manager makes it easy to use different password on your mobile, tablets and computers. 
Phones

· Secure your iPhone or Android cloud account by changing the password and setting-up two step authentication

· Turn off location services in all your apps. 

· If you suspect your ex may have put spy software on your phone, then do a back-up and factory reset
· Use the advice on phone security from the http://www.digital-trust.org/mobile-advice

If you have just ended a relationship  
Be aware that your ex partner may try to contact or harass you so be prepared. Advise your employers, family members and friends that you do not wish to have any contact with your ex and not to give them your details whatever the excuse.

What to do if you are being stalked or harassed

If you are the victim of stalking or harassment, you should contact the police on 101 or 999 in an emergency.

Under the Protection from Harassment Act 1997, you only need to report two separate occurrences to the police before they can act. 

Try to gather evidence for the police such as:

· A diary of what has happened, what time and date

· A copy of chat conversations or postings online 

· Make a note of the date, time and telephone number by dialling 1471 after the call is terminated

· Contact your telephone’s Malicious Calls Section for help

· Consult the www.digital-trust.org  website for factsheets and detailed information about how to be more digitally secure 
USEFUL LINKS AND CONTACTS

The following sites have useful information around these issues.
www.suzylamplugh.org
www.protectionagainststalking.org
www.ceop.police.uk
www.thinkuknow.co.uk
www.safernh.co.uk
www.nehantsdvf.co.uk
www.victimsupport.org.uk

Stalking helpline: 0808 802 0300
Women’s Aid: 0808 200 247

Mankind: 01823 334244
Nat. LGBT Domestic Abuse helpline: 0300 9995428
Male Advice Line: 0808 801 0327
Respect Phoneline (help for perpetrators): 0808 802 4040  
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INFORMATION FOR PEOPLE WHO ARE BEING BULLIED OR HARASSED VIA SOCIAL NETWORK SITES, THROUGH THEIR COMPUTERS, LANDLINE OR MOBILE PHONES

Whilst the internet can help provide greater safety and a wealth of resources it can also be used as a means of intimidating, stalking or harassing people.

By taking some steps, you can help to improve your safety and reduce the chances of being abused or controlled through electronic and mobile communication means. 

