Chute Parish Council
IT, Cyber Security & Acceptable Use Policy

1. Purpose
This policy ensures that Chute Parish Council uses IT systems securely, lawfully, and effectively, protecting council data and maintaining public trust.
2. Scope
Applies to:
· All 7 councillors
· The Clerk and any staff
· Any person given access to council systems
Covers all use of:
· Council email accounts
· Microsoft 365 (including OneDrive, SharePoint, Teams)
· Council-owned and personal devices used for council business

3. Core Principles

· Council business must be conducted through official council systems
· Personal email accounts must not be used for council business
· Data must be kept secure and accessible for governance purposes

4. Microsoft 365 Usage Rules:

4.1 Accounts
· Each councillor must use their assigned council email account
· Shared accounts are not permitted
· Accounts remain the property of the council

4.2 OneDrive & SharePoint
· Council documents must be stored in OneDrive or SharePoint, not on personal devices
· Key records (minutes, policies, finance) should be stored in a shared location (e.g. SharePoint)
· Files must not be stored solely on personal desktops or USB drives

4.3 Teams (if used)
· Used for internal communication and document collaboration
· Formal decisions must still be made in properly convened meetings


5. Data Protection & Confidentiality
All users must comply with:
· UK General Data Protection Regulation
· Data Protection Act 2018
Users must:
· Only access data necessary for their role
· Not share personal or confidential data without authority
· Use council systems for storing personal data
· Report any data breach immediately to the Clerk

6. Security Requirements (IMPORTANT)

6.1 Passwords
· Strong passwords required (minimum 12 characters recommended)
· Passwords must not be shared or reused across services

6.2 Multi-Factor Authentication (MFA)
· MFA must be enabled on all Microsoft 365 accounts

6.3 Devices
· Devices must be locked when unattended
· Devices used for council work must have:
· Screen lock enabled
· Up-to-date software
· Basic antivirus protection

7. Email & Communication
Council email:
· Must be used for all official correspondence
· Should be written professionally and may be publicly disclosable
· Must not be used for:
· Political campaigning
· Offensive or inappropriate content
Emails may be subject to:
· Freedom of Information requests
· Legal disclosure

8. Personal Devices (BYOD)
Where councillors use personal devices:
· Council data must remain within Microsoft 365 (not downloaded unnecessarily)
· Devices must be reasonably secured (PIN/password/biometric)
· Lost or compromised devices must be reported immediately

9. Information Management

· Important records must be stored centrally (SharePoint preferred)
· The Clerk is responsible for ensuring:
· Proper filing structure
· Retention of key documents
· Documents must not be deleted unless in line with retention requirements

10. Backup & Recovery

· Microsoft 365 provides basic resilience, but Critical documents must be stored in shared locations (not just OneDrive)
· The council should consider periodic backup of key records

11. Cyber Incidents
All users must report immediately:
· Suspicious emails (phishing)
· Unauthorised access
· Lost or stolen devices
The Clerk will:
· Assess the incident
· Take appropriate action
· Report breaches where required

12. Leavers & Role Changes
When a councillor leaves:
· Their Microsoft 365 account will be:
· Disabled promptly
· Data retained as required
· Access to systems will be removed immediately

13. Training & Awareness

· Basic cyber security awareness will be provided
· Users are expected to remain vigilant to scams and phishing

14. Monitoring & Compliance
The council reserves the right to:
· Monitor system usage where necessary
· Access council accounts and data
Breaches may result in:
· Removal of access
· Formal action

15. Review
This policy will be reviewed annually.
16. Adoption
Adopted by: 		Chute Parish Council
Date: 			7th May 2026
Review Date: 		May 2027
