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Data Protection Policy 2018 (GDPR)
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The General Data Protection Regulation (GDPR) came into effect on 25 May 2018 supersedes the Data Protection Act 1998 and other Data protection Regulations.  It sets out basic principles that any data controller must adhere to, that is a person or organisation controlling the use of personal data.

Any person who processes personal data must comply with the eight enforceable principles of good practice; that personal data must be:
· fairly and lawfully processed;
· processed for limited purposes;
· adequate, relevant and not excessive;
· accurate;
· not kept longer than necessary;
· processed in accordance with the Data Subject’s rights;
· kept secure;
· not transferred abroad without adequate protection.

Personal data covers both facts and opinions about a living individual and can be any type of material including text, photographs, video or audio.

This policy is intended to assist staff in complying with the requirements of General Data Protection Regulation 2018 and its related legislation:
· the Freedom of Information Act 2000 (FOIA)
· the Human Rights Act 1998 (HRA)
· the Public Interest Disclosure Act 1998 (PIDA)
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It is the policy of Sandiacre Helping Hands that it will hold all personal and sensitive data in accordance with the principles and requirements of GDPR 2018 and other relevant legislation.  We will comply with both the law and good practice, respect individuals’ rights, be open and honest with individuals whose data is held, provide training and support for staff who handle personal data, so that they can act confidently and consistently and notify the Information Commissioner if the need arises.

All staff are committed to maintaining procedures that will ensure the unbiased processing of data relating to individuals (data subjects) and to raising awareness within the organisation of data protection issues.

Every member of staff and every volunteer is responsible for taking precautions to ensure the security of personal information and to prevent unlawful disclosure.  This applies:
· when it is in their possession
· when they are allowing access to it by another person or organisation
· when they are transferring it to another person or organisation.
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Personal data means data which relates to a living individual who can be identified.
Sensitive data is a subset of personal data and is defined as information or opinions about an individual ie ethnicity, religion, health information, criminal record etc.

It may take any of the following forms:
· Computer documents;
· Data processed by computer or other equipment, for example text, images, video or audio; 
· Information in some forms of structured manual records including photographs.
· Social Media
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· The Data Controller or Resource Coordinator will review this policy for its effectiveness, minimum one year and maximum of three years.
· The Data Controller or Resource Coordinator will advise and consult on all aspects of personal data protection, including disclosure and security.
· This member of staff will regularly perform internal audits of Sandiacre Helping Hands information systems to maintain compliance with GDPR.  The senior management team will determine the frequency of auditing.
· Sandiacre Helping Hands will issue and maintain guidelines on:
a)	the secure storage of data;
b)	permissible disclosure of personal data:  if Sandiacre Helping Hands will disclose, how it will disclose it and how it will make the data subjects aware of this;
c)	how long the various data records will be retained (Data Retention document); and
d)	how personal data will be destroyed after the retention period.
· Any person who is engaged in processing personal data will have training in awareness of data protection requirements.
· [bookmark: OLE_LINK1]Sandiacre Helping Hands will maintain a separate procedure for handling subject access requests.
· Sandiacre Helping Hands will maintain a separate procedure to deal with data subject requests to correct or erase inaccurate data.
· Sandiacre Helping Hands will maintain a separate procedure for dealing with employment references, according to the eight data protection principles, specifically that references are adequate, relevant, not excessive and that they are accurate.
· There will be a condition in all Sandiacre Helping Hands employment contracts, agreements and job and role descriptions to the effect that individuals must abide by the statements made in this policy.
· Failure by an individual to follow this policy will be dealt with in accordance with internal disciplinary measures.
· Sandiacre Helping Hands will issue a standard notice to allow data subjects to opt out of Sandiacre Helping Hands using their data.
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Appendix A  -  General information
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The data subject has the following rights to:
· access the information that they are the subject of;
· prevent processing likely to cause damage or distress;
· take action for compensation if they suffer damage as a result of any breach of the act;
· take action to rectify or destroy inaccurate data;
· consent or to withhold consent;
· opt out of direct marketing;
· restrict automated decision making;
· make a request to the Information Commissioner for an assessment to be made as to whether any provision of the Act has been contravened.

On written request from the data subject the data controller is obliged to supply and give the data subject a copy of the data:
· a description of the data;
· the purpose for which it is being held;
· the source of the data;
· details of the person(s) they will or may disclose the data.

The data controller must supply everything held at the time of the application within one month.
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The Public Interest Disclosure Act 1998 is an act which protects workers who blow the whistle about wrongdoing in the workplace.  It mainly takes the form of amendments to the Employment Rights Act 1996, and makes provision about the kinds of disclosures which may be protected, the circumstances in which such disclosures are protected and the persons who may be protected.

Confidences must be respected so far as is possible, with due regard to the individual's rights to privacy under data protection and human rights legislation.  However, a person who is under inquiry is entitled to know the nature of the allegations being made and any person criticised as a result of an inquiry has a right to be told the nature of the evidence upon which the criticism has been based.
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The Freedom of Information Act 2000 is designed to change the default position from the need to know to the right to know.  The Act is intended to promote a culture of openness and accountability amongst public authorities by providing people with rights of access to the information held by them.  It is expected that these rights will facilitate better public understanding of how public authorities carry out their duties, why they make the decisions they do and how they spend public money.

Section 40 of the Act sets out an exemption from the right to know where the information requested consists of personal data.  It can be summarised as follows: 

· If the personal data is about the person requesting the information, then there is no right to know under the Freedom of Information Act.  However, any such requests automatically become subject access requests under the Data Protection Act and must be treated as such.  This means that despite the exemption under the Freedom of Information Act, the applicant has a right to his or her information under the Data Protection Act. 
· If the personal data is about someone other than the applicant, there is an exemption if disclosure would breach any of the Data Protection Principles.
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The Human Rights Act came into force on 2 October 2000 and incorporates into UK law certain rights and freedoms set out in the European Convention on Human Rights.  Article 8 states:  "Everyone has the right to respect for his private and family life, his home and his correspondence."  The right to privacy also includes the right to have information about individuals, such as official records, photographs, letters, diaries and medical information, kept private and confidential.  Unless there is a very good reason, public bodies should not collect or use such information.  Consequently, the principles of Article 8 are reflected in the legislation concerning data protection and the interception of communications.
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Appendix B - Sensitive data (Special Category Data)


There is now increased protection for what is termed sensitive data or special category data.  

This is information on:
· racial or ethnic origin
· political opinions or membership of a political organisation
· religious and affiliations
· philosophical beliefs
· membership of a professional association or trade union
· physical or mental health condition
· sexual preferences and orientation
· criminal record
· genetic or biometric information

Sensitive data can be processed provided that
· the data subject has given their explicit consent
· it is a legal requirement of the subject’s employment
· it is necessary to protect the vital interests of the subject
· is carried out by certain non-profit bodies established for political, philosophical, religious or trade union purposes
· it is necessary for legal proceedings
· it is necessary for medical purposes
· it is necessary for monitoring equal opportunities
· The Secretary of State has given consent
· it is necessary for the prevention or detection of any unlawful act
· it is necessary for the provision of services such as confidential counseling or advice 
· it is necessary for insurance or occupational pension scheme contracts

The list is not exhaustive and new categories can be added by way of statutory instrument.
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Appendix C  –  Registration


Registering to process personal information is a statutory requirement and organisations must register with the ICO, unless they are exempt.  Failure to register is a criminal offence.  Further information on exemption can be found https://www.gov.uk/notification-to-process-personal-data


The process of registration will be carried out by the Data Controller and will contain details of:

· name and address;
· similar details for a nominated representative;
· details of the personal data to be processed;
· the relevant categories which are applicable;
· details of the purposes for which the data is being processed;
· description of possible recipients of the data;
· details of the possible transmission of data outside the EEA.
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Appendix D – Example Data Protection Notices

The following forms are an example data protection notices, which must be part of any data collection form.

They can be tailored to meet the needs of the data collection form; for example, the signature at the bottom of the form may not be necessary.



Example 1:

Organisation’s Name								Logo
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Data Protection Notice


Organisation’s Name is the data controller for the purposes of processing personal data and complies with the General Data Protection Regulation 2018.

Organisation’s Name will hold personal data for the purpose of:

· (for example, providing you with requested products or services)

and will keep personal data only for as long as is necessary.

We will not provide information about you to other organisations, agencies or groups for marketing purposes.  We disclose information about you only with your consent, or if we are required to do so by law.

Organisation’s Name will make every effort to ensure that your personal data is kept secure against:
· loss;
· unauthorised access;
· disclosure; and
· destruction.

You can request a copy of the details that we hold about you.  We may charge a fee of £10.00 if the administration workload is significant.  Please use the contact details below.

I confirm that I have read the above Data Protection notice.


	Full Name:
	


	Signature:
	


	Date:
	




For more information on how we collect, use and look after your details
please read our updated Privacy Policy - you will need to refer to your organisation’s Privacy Policy
For more information about how we collect, use and look after your details, please see our information about how we collect, use and look after your details, please see our 

Example 2:

Organisation’s Name								Logo

Information Sharing Consent Form

Organisation’s Name is the data controller for the purposes of processing personal data and complies with the General Data Protection Regulation 2018.

Organisation’s Name will hold personal data for the purpose of: ……………………………….
and will keep personal data only for as long as is necessary.

We will not provide information about you to other organisations, agencies or groups for marketing purposes.  We disclose information about you only with your consent, or if we are required to do so by law.

Organisation’s Name will make every effort to ensure that your personal data is kept secure against loss, unauthorised access, disclosure; and destruction.

You can request a copy of the details that we hold about you.  We may charge a fee of £10.00 if the administration workload is significant.  Please use the contact details below.


I hereby give my permission for Organisation’s Name to share personal information with other ie partner agencies in connection with                                                .  I agree to a referral being made to partner agencies, in order to support my needs.  I understand that the partner agencies may hold information about me from Organisation’s Name and as such my rights under the Data Protection Act 2018 will not be affected.

Statement of Consent:
· I understand that personal information is held about me. 
· I have had an opportunity to discuss the implications of sharing/not sharing information about me.
· I agree that personal information about me may be shared with other partner agencies. 

Are there any specific agencies you do not want us to share or gather additional information with?  Please list them here:
	
	I agree to my information being shared and gathered between agencies.

Your consent to share personal information is entirely voluntary and you may withdraw your consent at any time.  Should you have any questions about this process, or wish to withdraw your consent, please contact: ……………………………..

Name:  …………………………………………………………………..………………………………….

Address:  ………………………………………………………………..................................................

…………………………………………………………………….…….  Post code   ……………………

Signature    ………………………………………………….…                 Date    …….…………………

For more information on how we collect, use and look after your details
please read our updated Privacy Policy - you will need to refer to your organisation’s Privacy Policy.
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Appendix E  -  Use of mailing lists

Any data which Organisation’s Name collects in order to create and maintain a mailing list must comply with the eight data protection principles (see Section 1 - Introduction).

In particular, the data subjects whose personal data will be stored in the mailing list must:

· be made aware that their personal data is held in the mailing list;
· be made aware who is collecting their data
· be made aware for what purpose(s) the mailing data will be used; and
· be given an option to opt in. Once the opt-in has been selected further emails must have an opt out script.

As an example, the following could be used:


You can opt out of having your personal data held by us by ticking this box:  

For example, you can provide us with a job title instead of your name, but please consider the implications.  It might not be possible to contact you for the above purposes if your name is part of your email address and we have to remove it.









Examples:

Privacy Statement for existing mailing lists where people have already opted in:

You are receiving this email because you are part of the …………… Network. Organisation’s Name  will never pass your data to a third party and promise to keep it safe and secure.  You can change your mind at any time so if you decide you no longer wish to receive emails regarding the ………….. Network please contact …..……………………. 
For more information on how we collect, use and look after your details please read our updated Privacy Policy.


Privacy Statement for new mailing lists where people have not already opted in:

Please tick the ‘opt in’ box        to continue to receive emails. Organisation’s Name  will never pass your data to a third party and promise to keep it safe and secure.  You can change your mind at any time so if you decide you no longer wish to receive emails contact us. 


Attendance Lists
Where attendance lists are used for meetings or training sessions asking attendees to sign in with their personal details, an additional column should be added asking whether they are willing to be contacted in relation to the meeting or training which they have just attended.


Where possible include the statement below:

For more information on how we collect, use and look after your details
please read our updated Privacy Policy.
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