MABE PARISH COUNCIL
DATA BREACH POLICY
Introduction
1. The aim of this policy is to outline the action that must be taken in the event of a data breach.  This is defined as ‘a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data’.

Policy
2. It is Mabe Parish Council’s policy that all data breaches in line with the definition above shall be reported to the Clerk immediately either by email, phone or in person.

3. There is a narrow window in which action has to be taken in the event of a data breach (72 hours from discovery), this is not working time.  The legislation makes no exceptions for part time workers or weekends, public holidays etc, it is 72 hours from point of discovery, no exceptions

4. The Clerk maintains a register of breaches and will decide if they are serious enough to warrant being reported to the ICO for further action using the ICO decision making process.

5. The Clerk will take any remedial action required or instruct the Councillor concerned action to be taken in the event of a data breach.

Conclusion
6. Data breaches are a serious matter and the ICO is able to issue fines of up to £8.7 million or 2% of annual turnover, whichever is greater.  Therefore it is in the Parish Council’s interest to take this matter seriously.
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