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FINANCIAL RISK ASSESSMENTS
Comments and recommendations –J Anscombe

 January 2022
Whilst this document (TC 001-009) incorporates some elements of Financial Risk Assessments such as Governance and the risk related to employment, service interruptions, banking, and recreational equipment loss, there is no inclusion of any assessments for the other key Financial Risks.

See bullet points below:
Governance
· Non-compliance – legal issues costs

· Inadequate resources

· Budget overspend

Finance
· Precept failure to set or demand
· Unauthorized expenditure
· Failure of financial system & records

· Collection of rents and charges

· Unexpected expenses

IT
· Server failure

· Physical failure – fire flood etc

Assets
· Lack of maintenance to buildings

· Damage & Theft

· Personal injury 

· Inadequate budget provision

· Tenancy management

It would be recommended that the current Financial Risk Assessments document be revised, similar to the 2 examples below which are dated 2019 and 2021.
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CONTENTS

F001

Employment and control of staff and payroll.

F002
Service interruption due to long-term absence of the Town Clerk and Responsible Finance Officer (RFO), the Deputy Town Clerk, Office Administrator and Receptionist/Clerical Assistant.
F003
Service interruption due to long term absence of any member of staff (other than the Office Staff covered in F002)

F004
Authorisation and control of supply of goods and services to the Council.

F005
Banking and Investment Arrangements and Controls.

F006
Loss or interruption of agency services provided or administered on behalf of Breckland Council.

F008
Loss, Theft or Damage of Sports or other related equipment for community use and subsequent Casual Hire of Recreation Ground.

F009
Adverse weather conditions affecting the Saturday Market, bad debts and cash in transit.

	F001


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	LOW

Employment and control of staff and payroll



	Location


	Town Hall and various locations in Swaffham



	Staff Involved (10)
	Town Clerk, Deputy Town Clerk, Office Administrator, Receptionist/Clerical Assistant, Works Manager, Grounds Staff (3), Market Superintendent, Project Support Officer
(staff as of April 2019)



	Control Measures:

Internal

External
	The Town Clerk has overall responsibility for the direction and activities of all staff employed by the Council.

Payroll currently managed by the Deputy Clerk and overseen by the Town Clerk. All staff salaries paid by BACS direct to employees. N.B.  Office Administrator manages time sheets overseen by the Deputy Clerk.
All cheques signed by two members and Town Clerk (or Deputy) the salaries voucher initialled by the same. All BACS payments are put on the Unity Trust system by one of the Town Clerk, Deputy Clerk or Office Administrator and authorised by two out of five named Councillors.
Internal Audit procedures can check any PAYE related issues at random and always check annually at end of each year.

Monthly Bank Reconciliation and Income & Expenditure reports prepared by the Deputy Town Clerk, checked and signed off by the Town Clerk

The Personnel Committee approves the appointment, pay and terms and conditions of service of all employees and any significant variations to the same.  

The Personnel Committee approves all annual pay adjustments and changes in national terms and conditions of service.

The Personnel Committee approves the standard Contract of Employment issued to all employees.

The Council delegate to the Personnel Committee any issues or approvals relating to appointments, pay, terms and conditions, and Contract of Employment. The only exceptions are approval of additional staff or increases to the Salary budget.


	Reviewed by
	Town Clerk



	Date
	April 2019



	F002

	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	MEDIUM

Service interruption due to long term absence of the Town Clerk and Responsible Finance Officer (RFO); the Deputy Town Clerk, Office Administrator and Receptionist/Clerical Assistant.


	Location


	Town Hall, Swaffham

	Staff Involved
	The Town Clerk, Deputy Town Clerk, Office Administrator and Receptionist/Clerical Assistant.


	Control Measures:

Internal

External

Internal
	The Deputy Town Clerk (part-time 32 hours) trained to undertake wide range of financial and administrative tasks.  To accept full responsibility in the absence of the Town Clerk (full-time 42 hours) with regards to signing documents as the Proper Officer, preparation of PAYE records and any financial reports for the Council.  

The Office Administrator (full-time 37 hours) trained to undertake wide range of financial and administrative tasks in support to the Deputy Town Clerk & Town Clerk.

If the Town Clerk (and either the Deputy Town Clerk, Office Administrator or Receptionist/Clerical Assistant) is on sick leave for a period of more than three weeks, the Personnel Committee will be called to assess the administrative void and act accordingly.

Locum panel of experienced Parish & Town Clerks provided by Society of Local Council Clerks able to assist during any emergency.

Use of Temporary Administration Staff to replace the number of administrative hours lost, also to supplement differential in hours of Town Clerk and Deputy Town Clerk.

Use of Councillors on a voluntary basis can give a scaled down service on Reception, in support to the three Senior Staff to allow them to keep working on their tasks, rather than the need to cover Reception.



	Reviewed by


	Town Clerk

	Date
	April 2019



	F003


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	MEDIUM

Service interruption due to long term absence of any member of staff (other than the Town Clerk, Deputy Town Clerk, Office Administrator and Receptionist/Clerical Assistant covered in FRA 2).



	Location


	Town Hall & various locations in Swaffham

	Staff Involved
	(6) in total - Works Manager, (3) Groundstaff, Market Officer, Project Support Officer.



	Control Measures:

Internal

External
	The Senior Management Team (Town Clerk, Deputy Town Clerk, Office Administrator & Works Manager) are trained to undertake wide range of financial and administrative tasks in support to the Town Council.  To interchange and work share as part of an administrative management team.

Outside and manual staff, in carrying out their variety of duties are trained to work independently and as a team, to interchange and work share in order to prevent a break in service delivery, they are led by the Works Manager. 

If any member of staff is on sick leave for a period of more than three weeks, the Personnel Committee will be called to assess the situation and act accordingly.

Temporary un-skilled labour or outside contractors could be used to supplement some tasks in the event of sudden illness or long-term absence.

Use of Temporary Staff or Contractors can be considered, in particular covering for the cleaning of the public toilets or grass cutting/grounds maintenance.



	Reviewed by
	Town Clerk

	Date
	April 2019



	F004


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	LOW

Authorisation and control of supply of goods and services to the Council.



	Location


	Recreation Ground, Town Hall, various Allotment sites, Cemetery or Churchyard, Northwell Pool Embankment, Public Toilets, Merryweather Play area, Oaklands Play area, Orford Road Playing Field, Campinglands, Town Centre Swaffham



	Staff Involved


	Town Clerk and Deputy Town Clerk

	Control Measures:

Internal

External
	The supply of all goods and services are regulated by the Council’s Financial Standing Orders; and Controlled by the Town Clerk, (or Deputy Town Clerk in his absence or as delegated).

Where necessary goods supplied against fixed offer price or written quotation and supported by written purchase order.  Duplicate order book held by the Town Clerk.  Goods received, checked by the Office Administrator and certified by the Deputy Town Clerk. Payments approved by the Council against a schedule prepared by the Deputy Town Clerk and certified by the Town Clerk.

Petty Cash expenditure is recorded in the Petty Cash account maintained by the Deputy Town Clerk on a monthly spreadsheet.  Entered into the RBS accounting system by the Deputy Town Clerk and certified by the Town Clerk in quarterly reports to the Town Council at a Full Council Finance meeting.  Copies circulated to all members of the Council.

Internal audit checking sample payment to ensure compliance with Financial Regulations and that all payments are supported by vouchers, expenditure is approved and VAT is properly accounted for.

External Audit (as appropriate) and annual publication of accounts and availability of financial records for public inspection for 15 working days prior to audit.

Revenue and Customs VAT inspection every 3 to 5 years.



	Reviewed by
	Town Clerk

	Date
	April 2019



	F005


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	MEDIUM
Banking and Investment Arrangements and Controls



	Location


	Town Hall, Swaffham

	Staff Involved
	Town Clerk, Deputy Town Clerk, Office Administrator and Receptionist/Clerical Assistant



	Control Measures:

Internal

External


	All banking arrangements and changes to banking services approved by the Council and recorded in the minutes.

Bank accounts are operated under the control of the Town Clerk including transfers from or to the General Current Account.   Drawing down from the Current account has two members signing cheques with the Town Clerk (or Deputy), and initialling vouchers.

Investment of cash balances and earmarked funds are in deposit accounts.   Sample check on fund movements, balance levels and commission charges carried out by internal auditor.

Reconciliation of all bank accounts carried out monthly by Deputy Town Clerk, signed and dated. All bank reconciliation’s countersigned and dated by Town Clerk.

All money collected is entered on cash sheet, including casual Market rents collected by Market Superintendent and banked weekly, unless level of cash exceeds £2,000 at which point banking takes place immediately.

Banking of money – variations of staff, days and times will be used in order not to have a noticeable routine.

Council’s bankers Unity Trust Bank instructed to comply with mandate at all times.  All changes in banking instructions, mandates etc. to be in writing, or e-mail with hard copy kept permanently on file.



	Reviewed by
	Town Clerk



	Date
	April 2019



	F007


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	LOW

Loss, Theft or Damage of Sports or other related equipment for community use and subsequent Casual Hire of Recreation Ground.



	Location
	Recreation Ground, Haspalls Road



	Staff Involved
	Outside Staff (4) Administrative Staff (2)

	Control Measures:

Internal

External
	Recreation Ground store (previous public toilets) fitted with good standard lock, keys limited to two outside staff and one at the Town Hall situated in the main office key cabinet.  
Storage facilities are checked regularly (normally on a daily basis) by the Works Manager or Ground Maintenance Team 
Winter usage currently as a gritting store for the Gritting volunteers.

Casual hire of Recreation Ground is very limited, usually to a travelling fair and a circus on an annual basis. Hiring agreements will be issued with each booking taking account of the conditions that apply to the Premises Licence for the Recreation Ground.

Invoicing is from the Town Hall office, payment received at the Town Hall reception either by cheque or cash recorded on the day of receipt. Local community groups are not normally charged.



	Reviewed by
	Town Clerk

	Date
	April 2019


	F008


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	RISK DESCRIPTION
	MEDIUM
Loss or damage by fire, wind, weather or vandalism of council buildings, street furniture or other fixed assets.



	Location


	Various sites, Swaffham

	Staff Involved
	All administrative and outside staff.



	Control Measures:

Internal

External
	All buildings and property accessed each week-day. Cemetery supervised during working hours; vehicles prevented from accessing during weekdays out of working hours in the winter months.  Recreation Ground + play areas at Merryweather Road and the Oaklands with open spaces and Camping Land randomly supervised during grounds maintenance by contractors and by outside staff.

Town Hall fitted with security alarm with list of key holders supplied to Police. The security alarm is linked with the Museum who are situated in the other half of the Town Hall. CCTV system trained on reception area, the Cley Road entrance, the corridor leading to London Street and the Council Chamber. 

Hire of the Council Chamber and office space rented in the Town Hall, regulated by hire agreements signed in advance.

Buildings and contents insured for loss, destruction or unauthorised entry resulting in theft or damage of contents and all buildings and contents adjusted annually. The contents include the Museum artefacts which are owned by the Town Council.

Open spaces and buildings covered by public liability insurance reviewed annually.



	Reviewed by
	Town Clerk



	Date
	April 2019



	F009


	SWAFFHAM TOWN COUNCIL

Financial Risk Assessment



	Risk Description
	                   LOW
Adverse weather conditions affecting the Saturday Market, bad debts and cash in transit.



	Location


	Town Hall & various locations in Swaffham

	Staff Involved


	All administrative staff + Market Officer



	Control Measures:

Internal

External


	Extreme weather conditions are assessed by the Town Clerk / Deputy Clerk at the latest possible opportunity and cancellations are very rare in advance of Market Day, thus minimising any potential loss of income to the Council.
Market Officer to use discretion (on the day) to accommodate Market Traders in order to minimise any potential loss of income to the Council.

Licensed traders are given a reminder after one month, after two months all Market Traders licence is suspended, and the Market Superintendent will be collecting a specified amount on a weekly basis to reduce arrears.  If one week is missed a final warning is issued. If a second week is missed 28 days notice to quit is automatically served on the trader and the debt is placed into the Small Claims County Court.  

All cash collected is placed in the cash till at the main desk in the Town Hall reception and locked away until banking occurs.  CCTV camera is trained on the reception desk.  All monies including cash from the Market are banked on a weekly basis unless the amount reaches £2,000 at which point banking occurs immediately.  Administrative staff to carry out the banking at different times of the day.

National and Local weather forecasts issued by the media can assist the management of the Market, an assessment could be made in advance of extreme adverse weather conditions i.e. snow.

Insurance policy covers cash in transit to a value of £2,500. Small Claims County Court recovery service will ensure that debts are paid in full.



	Reviewed by
	Town Clerk

	Date
	April 2019
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Risk Register 16-17

Bletchley and Fenny Stratford Town Council Risk Management Register

Action needed

Develop strategic
plan and 3 year
financial plan
2017/18

Develop strategic
plan and 3 year
financial plan
2017/18

Develop 3 year
financial plan

Risk Description of Risk Type of impact 3 e = % & Internal Controls
Number é _g' g o« 5
S
—
Governance
Al Breach of confidentiality |Financial, 1 Confidentiality clause in staff contract,
reputational, members agree to code of conduct, data
strategic protection policy in place, confidential data
issued to members on red paper, training for
staff and councillors
A2 Non compliance Financial, 1 Insurance including fidelity guarantee,
resulting in legal reputational qualified Town Clerk, access to legal advice
proceedings against the via NALC, EW and insurers. Risk assessments
council on processes and projects.
A3 Resources inadequate |Financial, 1 Annual revenue budget planned and
for Council's reputational, monitored. Monthly by RFO and council.
priorities/needs strategic Reserves and investment policies in place.
Financial regulations applied.
A4 Ineffective management |Financial, 1 Statement of purpose, aims and objectives
and use of assets reputational, for 2017 includes critical review of all
strategic activities and use of assets
A5 Reduction in income Financial, strategic 2 Planned budget, prudent estimates of
income, regular monitoring
A6 Budget Financial , 1 Progress against budget reviewed monthly by
overspend/variation reputational, council, earmarked and general reserves.
strategic
A7 Planning applications Reputational, 1 Qualified Town Clerk supported by
and other consultations |financial, strategic competent staff, scheme of delegations.
not responded to within
timescales
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Risk Register 16-17

RBS software covers finances, allotments and
bookings and includes management
information.

eg long term sickness,
vacancy

Compliance eg failure to
obtain necessary
licenses

A8 Inadequate record Financial, 3
keeping leading to poor |reputational,
decision making strategic

A9 Loss of Proper Officer - |Financial, legal and 2

strategic

Financial,
reputational, legal

Develop policy and
consistent archiving
procedures for
other sources of
information

2|Locum clerk services available via LGRC, SLCC
and others.

Risk assessment for all events, H&S and legal
advice available from NALC, EW, insurers.
Notify insurers of all new activities. All
activities to be authorised by council in
accordance with scheme of delegations.

B2

Public liability ie
damage to people or
property caused by
council, staff or
contractors

Theft, fraud, property
crimes by staff -
deliberate action by
individuals.

Financial,
reputational, legal

Financial,
reputational, IT

Insurance including public liability, H&S advice
available from EW, risk assessments
completed for all services and events.
Contractor management system to be
adopted

Financial regulations and procedures regularly
updated, regular internal audit, segregation of
duties and regular scrutiny by officers and
members. Appropriate recruitment selection
procedures. Physical cash handled verified by
second member of staff whenever
practicable. Regular audit and review of
internal controls.

Adopt contractor
management
procedure

Page 2 of 13





Risk Register 16-17

C2 Inappropriate behaviour |[Reputational,
by staff or members financial, legal

C3 Inappropriate behaviour |Financial, legal
by others

Cca Injury or poor work Financial,
when lone working reputational

C5 Threat of or actual Reputational,
violence to financial
staff/councillors

Ccé6 Accident or injury in Reputational,
course of duties financial, legal

c7 Loss of experienced Financial, strategic,

staff - high staff
turnover

reputational

Page 3 of 13

Training, employee handbook and
appropriate management procedures for
staff. Code of conduct and training for
councillors.

Insurance, H&S training for staff, risk
assessments for activities. Lone working
avoided when practicable.

Lone working policy to be adopted and
included in handbook, training to be given,
mobile phones for all staff who are lone
working, movement records maintained,

o/s

Insurance, training, risk assessment for all
activities, mobile phones for lone workers,
panic button in Queensway, lone working
avoided where practicable. SEE SEPARATE
H&S DOCUMENTATION

Lone working policy
o/s

H&S Handbook issued to all employees, H&S
review annually, H&S advice from EW and
insurers, risk assessments undertaken for all
activities, PPE issued and use of PPE
monitored, training. SEE SEPARATE H&S
DOCUMENTATION

Training, employee handbook and
appropriate management procedures for
staff. Code of conduct and training for
councillors.

appraisal system
and regular pay
reviews to be
introduced






Risk Register 16-17

Training, employee handbook and
appropriate management procedures for staff
eg RTW interviews, appraisals, grievance
procedures. Regular reports from committee
and clerk to full council.

Formal contractor management system to be
introduced, regular visual inspection of works,
service level agreement for all new ongoing
contracts

o/s

Precept meeting date set in annual calendar,
trained clerk, financial regulations and
budgeting process understood by staff and
councillors.

Cc8 Employment issues eg  |Financial,
high absence levels, reputational, legal,
poor performance, poor |strategic
management affecting
productivity and well
being

(6°] Contractor Issues - Financial,
underperformance or  |reputational, legal,
other losses caused by |strategic
delivery of services by
third parties

Finance

D1 Failure to set or demand |Financial and
precept reputational

D2 Failure to review and Financial and

collect charges

reputational

Financial regulations and working procedures,
income reported to council on a monthly
basis.

Adopt procedure of
reviewing charges
as part of annual
budgeting process

Page 4 of 13






Risk Register 16-17

D3 Unauthorised Financial and
expenditure and or reputational
purchasing resulting in
loss

D4 Omega Accounts system |Financial and
- failure of system, strategic
access to records.

D5 Unexpected expenses |Financial

Page 5 of 13

Decision making structure laid out in scheme
of delegations, financial regulations in place.
Purchase order system in place, TC and or
councillors to authorise POs. Invoices
matched to POs. All expenditure reported to
and approved by council. Two councillor
authorisations for all payments (except
individual petty cash and bank card
transactions) RFO checks all paperwork prior
to approval.

Server back ups also Accounts Administrator
takes monthly back ups which are held off
site. Support from RBS. Town Clerk able to
operate system as well as outsourced
contractor.

Financial regulations and budgeting
procedures. Appropriate reserves held.






Risk Register 16-17

D6

Control of bank

accounts eg insufficient

monies to cover

expenditure, inability to
access accounts, misuse

of bank accounts by
staff

Financial,
reputational, legal,
strategic

Financial regulations and procedures in place
which include internal controls ie segregation
of duties, all payments require two councillor
authorisations, passwords and ids kept
securely, no payments authorised without
supporting paperwork, bank reconciliations
presented to council monthly, Cllr Graham
attends council and checks original
statements against reconciliations on a
monthly basis. Financial administrator and
RFO have access to online statements and
cheque balance and cash flow on a regular
basis. Transfers of funds between accounts
conducted in accordance with financial
regulations. Working funds of at least
£50,000 is transferred to current account
each month from reserves. Cash and
cheques banked at least weekly if not more
frequently.

Amend financial
regs to
accommodate
internet banking

D7

Credit/debit cards

Not yet in place

Separate procedure
and financial
regulations to be
adopted before
use.

Page 6 of 13






Risk Register 16-17

Petty cash operated using voucher system,
signatures and receipts required for all
transactions. Cross referencing of all
payments. Petty cash and all other cash held
in safe or locked pedestal. Receipts issued for
all cash received in office or on market.
Saturday market rents held until Monday.
Restricted access to safe (Town Clerk and
Accounts Administrator). Cash banked as
frequently as possible no less regularly than
weekly. Building fitted with alarm. Large
sums of cash (which are unusual) will be
transported to the bank by more than one
member of staff.

Lock on safe room
door to be repaired.
All cash brought
from remote sites is
handed over to
Administrator/Allot
ments Officer for
counting and
countersignature
before being passed
to Accounts
Administrator.

All funds held in UK banks, accounts held with
more than one provider. Investment policy
adopted.

D8 Petty cash and cash
handling
D9 Collapse of banks Financial,
reputational,
strategic
D10 Debtors - payments not |Financial

received.

Debtor reports can be run from Omega, all
debtors monitored monthly and progressed.
Legal action taken if necessary.

Page 7 of 13






Risk Register 16-17

D11

Outsourced payroll -
salaries not paid, NI and
PAYE not collected
correctly, overpayments
or payments for hours
not worked. MKC can no
longer provide service,
misconduct by
employee of MKC.

Financial,
reputational

D12

Direct debits misused or
not controlled eg
collected after contract
expired

Financial,
reputational

D13

El

Outsourced accounting -
Wentwoth Accounting
can no longer provide
services , misconduct or
unsatisfactory service
from provider

Server failure or other
reason for loss of
electronic data

Financial and
strategic

Financial,
reputational, legal,
strategic, IT

Page 8 of 13

Payroll expenditure reported to council on a
monthly basis and authorised at council
meeting. All overtime and expenses
supported by documents and authorisation
from line manager, minute references for
changes to contract. Payroll provider
provides monthly reports checked by
accounts administrator and RFO. Payroll
agent suitably qualified and insured. DCK
Beavers can provide payroll service and other
providers available. Insurance.

Financial regulations determine procedures
for direct debit use. Bank statements
checked monthly. List of all direct debits
reviewed annually by council.

Service can be provided by DCK Beavers or
RBS Ltd. Town Clerk can use Omega
software. Contract requires WA to carry cost.

Daily backups on and off site conducted by
SBS, additional internal weekly backups taken
offsite by BFSTC staff. WA staff perform
monthly backups which go offsite.






Risk Register 16-17

E2 Hacking/Security 3
Threats Financial,
reputational, legal,
strategic, IT
E3 Breach of confidentiality 3
- failure to comply with
data protection or other
legislation Financial,
reputational, legal,
strategic, IT
E4 Website failure Financial, 3
reputational, legal,
strategic, IT
E5 Fire/Flood or other Financial, 3
catastrophe leading to |reputational, legal,
physical loss of strategic, IT
documents
E6 Misuse of remote Financial, 3
desktop and improper |reputational, legal,
use of council strategic, IT
documents eg copying
server to home
computer
F1 Asbestos management - |Financial, 3
all council owned and  |reputational, legal
leased buildings and strategic

Page 9 of 13

IT security to be reviewed annually. Firewall
and virus checkers in place. IT policy limits
access to council computer equipment

New IT
protocol/policy
required.

Server is segregated and staff profiles and
access are restricted according to need.
Password protection on highly sensitive
information. Council registered with ICO and
Town Clerk is registered data controller.

Encryption facilities
required for data
transfer eg to
payroll provider.

Website hosted by external provider with
appropriate back up facilities.

Deeds and legal documents stored at Council
solicitor. Contracts stored in locked filing
cabinets. Electronic copies of key documents.

Council minutes not
stored in fireproof
conditions.
Archiving
arrangements to
be considered.

Asbestos register maintained for all premises.
See separate H&S documentation.

IT protocol to be
adopted prohibiting
copying of
documents onto
personal desktops.

Fenny Chapel and
allotments to be
inspected.






Risk Register 16-17

Public liability insurance. All premises
inspected and included in annual H&S review.
Regular reports on condition of premises to
full council. Budgeting includes maintenance
for all council owned premises.

Cyclical
maintenance
programme to be
documented.

Insurance. Security of all premises regularly
reviewed. Alarms at Queensway and Newton
Leys Community Centre. Regular supervision
of Albert Street WC, Fenny Chapel and
council managed allotment sites.

Improve security of
Fenny Chapel -
lights, alarm and
secure entrances
and windows.

Insurance. Maintain up to date asset register
and control of equipment. Key holding
arrangements for property regularly reviewed
and access arrangements to all premises
reviewed annually. Queensway and Newton
Leys Community Centre protected by alarm.

Insurance. Fire risk assessment completed for
all premises (except allotments). See
separate H&S documentation.

Weekly fire alarms
to be reintroduced.

Insurance. Deemed unlikely at all locations.

F2 Buildings not Financial,
maintained resulting in |reputational, legal
damage to property or |and strategic
people - all council
owned and leased
buildings

F3 Criminal Financial,
damage/vandalism - all |reputational, legal
buildings, allotment and |and strategic
property

FA Theft - all property Financial,

reputational, legal
and strategic

F5 Fire - all locations Financial,

reputational, legal
and strategic

F6 Flood - all locations Financial,

reputational, legal
and strategic

F7 Personal injury - all Financial,

locations

reputational, legal
and strategic

Insurance. See separate H&S documentation
and council policies and procedures.

Page 10 of 13






Risk Register 16-17

2 2 |All locations included in budget planning.
Regular condition surveys and maintenance
cycle to be introduced.

Strategic plan to be
adopted and
cyclical
maintenance
programme

Insurance. See separate H&S documentation
and council policies and procedures for
vehicle use by staff. Risk assessments for
individual events services include traffic
management and parking etc.

RBS bookings system to be properly operated
in conjunction with written procedure.

New SOP to be
devised.

Insurance. Regular inspection of all
equipment and risk assessment before use.
See separate H&S documentation and
employment handbook.

All new purchases approved by council, two
members to authorise all purchases. PO
system in place. Scheme of delegations lays
out decision making process.

F8 Inadequate budget Financial,

provision - all locations |reputational, legal
and strategic

F9 Vehicles - loss, accident, |Financial, legal and
theft. strategic

F10 Double bookings - Financial and
Newton Leys reputational

F11 Faulty equipment eg Financial,
electrical equipment reputational, legal
causing fire, guards not |and strategic
on machine resulting in
accident etc

F12 Purchase of Financial
unnecessary equipment

F13 Lack of PPE Financial,

reputational, legal
and strategic

See separate H&S documentation. Provision
made in annual budgeting process

Page 11 of 13






Risk Register 16-17

Legal advice available on allotment tenancies
from NALG, NALC and SLCC. Legal advice on
other tenancies from council solicitor, NALC,
SLCC and insurers. Regular review of services.

F14 Tenancy Management - |Financial,
allotments, George reputational, legal
Street community and strategic
centre

F15 Stock control - goods Financial

billed and not supplied

Allotment strategy
to be developed.

2 2 |Financial regulations and delivery note
procedures in place

Page 12 of 13
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Lowestoft Town Council
Risk Assessment and Management Policy

Lowsestoft

Touwn Council

To involve members and officers in the ownership and accountability for corporate success and appropriate management of the associated risks.

1.0 Definition of Risk
1.1 An uncertainty of outcome of actions or events which impacts upon Lowestoft Town Council achieving its objectives.

2.0 Policy
2.1. Lowestoft Town Council is committed to good risk management, allowing it to:
a) Have increased confidence in achieving its objectives;
b) Constrain threats to levels it considers reasonably acceptable;
c) Take informed decisions about exploiting opportunities; and
d) Assist the Clerk in completing the annual governance statement.

2.2. The Council recognises that to achieve its objectives it must manage risk within its assessment of reasonable levels. Where risks lie beyond the risk
appetite of the Council, members and officers will take appropriate action to reduce those risks. A schedule of corporate risks will be maintained in a
corporate risk assessment for review and approval by members. The approach to assessing risk will be consistent and will include the risk in terms of
impact and likelihood.

2.3. In addition to corporate risk, members and officers have a responsibility to assess and appropriately manage risk as part of the evaluation of project
proposals, business cases and grant applications. Officers will include the detailed outcome of project and business case risk assessment in any Council
agenda item that considers major financial investment. Responsibility for assessing and managing Health and Safety risks associated with Council
activity, events, serious and emergency situations will be managed by the Clerk with methods of safe working communicated to and adhered by
members, officers and contractors.

2.4. Officers are responsible for assessing and managing risk as an integral part of their day-to-day role in ensuring the Council’s objectives are met,
recognising that all risk categories must be considered, including reputation, health and safety and financial risk. Where risks are identified which have
the potential to impact upon the Council’s objectives, these will be referred to the Clerk for consideration for inclusion in the corporate risk
assessment.

2.5. Members are required to at least annually review this risk assessment policy and the corporate risk assessment. This will include ensuring that there is:

a) A review of the risk assessment criteria, risk appetite and approaches to managing risk;

b) An identification and updating of the schedule of risks;

c) An evaluation of the likelihood and potential impact to the Council of each risk materialising;
d) A decision on measures to avoid, reduce or control each risk, as appropriate; and

e) A record made of the decisions reached.

1
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2.6. The Clerk will ensure that all officers are aware of their responsibility in managing and reporting risk. Each officer shall make appropriate arrangements
to ensure risk is continually assessed in relation to their area of responsibility.
2.7. The Clerk will initially review the corporate risk assessment at least annually in advance of it being submitted to the Council for review and ultimate

approval.

2.8. The Council will arrange for the approval of the risk assessment policy and corporate risk assessment on at least an annual basis.

3.0 Lowestoft Town Council Risk Assessment Rating Criteria

Highly probable 4
— | 76-99%
|_7|S| Probable 3
— | 51-75%
g Possible 2
O | 26-50%
U | Unlikely 1
1-25%

FINANCIAL IMPACT

and/or
REPUTATIONAL IMPACT

and/or
HEALTH & SAFETY IMPACT

1

2

3

4

Minor

Moderate

Serious

Major

IMPA

CT

Loss of up to £1000

Loss of up to £10,000

Loss of up to £50,000

Loss of over £50,000

Minimal / localised damage
to reputation

Moderate and/or medium
term damage to reputation.

Serious damage to
reputation within the area
and potentially beyond.

National and/or long-
standing damage to
reputation; intervention by
Government

No health and safety impact

Minor injury, possibly
requiring treatment by health
care professional

Serious injuries

Fatality or life-changing
injuries

2
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4.0 Lowestoft Town Council Risk Appetite and Approaches to Managing Risk

Highly probable 4 TREAT (take action to
76-99% reduce risk exposure by
introducing measures /
= controls)
m | Probable 3
T | 51-75%
O | Possible 2
S | 26-50%
Unlikely 1 TRANSFER (usually via
1-25% insurance or other
contractual arrangement)
1 2 3 4
Minor Moderate Serious Major
IMPACT

Risks rated as GREEN are reasonably acceptable to the Council. It is unlikely that further additional measures are required to control these risks. However,
the risk level will remain monitored as part of the risk management.

Risks rated as AMBER are reasonably acceptable to the Council. However further additional measures may be needed to treat (i.e. control) the risks and so
reduce exposure OR to consider risk transfer e.g. via insurance or a contractual arrangement. The Council must be periodically advised of amber risks and
the action planned and/or taken to control them.

Risks rated as RED are not acceptable to the Council. Immediate action is required to bring the risk down to a lower category of risk or, if this is not possible
or desired, to terminate the activity that creates the risk. The Council must be immediately advised of red risks and regularly updated on the action planned
and taken to control them until they are within the spectrum of reasonably acceptable risk for the Council. Any action taken must be in accordance with the
Council’s Standing Orders and Financial Regulations.
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5.0 Lowestoft Town Council Corporate Risk Assessment

Council.
Regular reporting to Council.

members to inform decision making through
the year and at budget planning stage.
Reserves policy in place and reviewed

)
o @ g ‘__3 —
o| £ © 0w o
- 8 ® = £ Q
o| £ = ) O =
S| @ x S TR
= x| 0 = O
= - x® Controls in place Additional controls required o
FINANCIAL — and see separate risk assessment and management (financial) for
Precept inadequate 2|1 First year precept calculated prior to the The budget will be closely monitored and Precept RFO
Reorganisation Order and budget created for | specifically the asset repair and development | submitte
Lowestoft Town Council (LTC) by Waveney work which will be subject to loan applications | d
District Council. Subsequently, LTC has set its | will carefully work through project plans for January
own precept based on the information each asset as part of the preparation.
available and on its own endeavours to Budget items monitored on an ongoing basis,
diligently assess the resource needed to run including measures to enhance the
its services and functions. assessment of asset-risks ahead of a full
Budgets and precepts set in the respective review during budget preparation. Budget
Januarys preceding the relevant financial preparation is from October to January
year. preceding the financial year in question.
Incomplete or inaccurate 2|1 Lowestoft Town Council to comply with Internal controllor checklist approved annually | Ongoing | TC
financial records Governance and Accountability for Smaller by Council.
Authorities in England — A Practitioners’ Guide | Clerk and RFO continue to have relevant
and Proper Practices to be applied in the qualifications and experience to fulfil role.
preparation of statutory annual accounts and Financial Assistant supports.
governance statements. Financial Regulations | Expenditure scrutinised by Council
to be approved. Financial systems to be
determined. Cashbook and systems set up
using a reputable and reliable financial
software system.
Breach of Financial Regulations | 2 | 1 Members and officers are required to comply Regular financial monitoring Monthly RFO
with Financial Regulations.
Council overspend 2|1 Areas of spend closely monitored by RFO and | Details of committed spend provided to Monthly RFO
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annually.
Failure to comply with ownership Assets transferred under Reorganisation All management contracts and transition Ongoing | TC
responsibilities and law Order. Assets to be maintained under existing | arrangements subject to ongoing review.
regarding assets contracts with Waveney Norse.
Damage to or loss or theft of Assets to be kept secure. Asset register and contract management Ongoing | TC
assets details maintained by Council. Asset register
and asset policy to be presented for approval
to Council as and when new assets acquired.
Contract and other asset management
arrangements to be reviewed. Bank accounts
to be approved when changes proposed.
Insurance to be reviewed as needed and
formally on an annual basis.
Grant funding / joint project Introduce a system of checks to ensure As TC
funding not used appropriately partners and projects meet Lowestoft Town needed
Council objectives.
Incorrect VAT claim and VAT RFO scrutinises all invoices received to Officers trained in procedures for VAT. As RFO
non-compliance assess. Advice sought from a specialist advisor as needed
VAT registration has taken place. Making Tax | needed.
Digital rules complied with including software
upgrades.
Insurance inadequate for Mandatory insurances in place and under Annual reviews take place with insurers to Review RFO
purposes review annually and at the intervals as ensure cover is adequate and not excessive. in last
required to ensure that there is appropriate Procurement for next 3 years underway quarter
insurance in all areas going forward. and in
Additional items and cover extensions made May
as needed.
Banking errors and charges Bank reconciliations undertaken monthly. Bank account opened with a reputable Monthly RFO
arising organisation.
Loss of interest Current account established. Savings Savings account established.. Investment Annually | TC
arrangements progressed. policy reviewed annually. in May
policy
review
Loss or theft of cash Fidelity insurance in place. Level increased as | Cash holdings as permitted by the Petty Cash | Annually | RFO
needed to reflect changes in Council funds. Policy only in May
policy
5
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Controls in place Additional controls required ©
2 e
HE : 23
5| 2| © T S &
S| T| x £ @ ©
= 4 X
GOVERNANCE
Breach of Standing Orders 1|1 Standing Orders drafted. Induction and All members and officers to be aware of and As TC
training arranged and advised to members. adhere to agreed Standing Orders. Induction required
and training in place.
Spend and activity in areas in 2|1 Access to legal advice through the Council’s To maintain a permanent Clerk and RFO with | Ongoing. | TC
which the Council has no power solicitors. a good knowledge (and relevant qualification
(ie Council behaves ultra vires) Appropriate training made available for or ability and requirement to obtain
councillors and provided for staff and qualification) of the scope of the Council’s
particularly for the Clerk and RFO. Other legal powers.Training to be made available for
specialist advisors and subscriptions provide members.
support.
Insufficient capacity of members | 2 | 1 Staffing and infrastructure arrangements Members to monitor achievement of Council Ongoing | TC
and staff to deliver upon Council reviewed throughout 18-19, especially given regularly and recommend change as required.
objectives. the office move. Commitments are not accepted without clear
identification of legal power (all made under
General Power of Competence), resources
required and funding allocation.
Members fail to behave in 2|1 Code of Conduct policy adopted by Council. New members to attend induction and training | After TC
accordance with the member All members to sign declaration of acceptance | including on the member Code of Conduct every
code of conduct of office. and Nolan principles of public office. election
Complaints procedure in place. and as
Monitoring Officer role in place (via East required
Suffolk Council)
6
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©
o
o
S| £
e
El D
Conflict of interest not declared 1)1
or dealt with appropriately
Failure to identify opportunities 2|1
presented by ‘General Power of
Competence’ and Localism Act
Referendum or by-election 111
required
Libel or slander claims received 211
Poor relationships with local 211

Risk rating

Controls in place

Additional controls required

(]
£ =3
g
£ 25
= i
A member-officer protocol has been adopted. | New members to attend induction and training | After TC
Monitoring Officer maintains register of including on the member Code of Conduct every
interests which is published on the internet. and Nolan principles of public office. election
Staff conflicts of interest referred to TC. and as
required.
Protocol
and
Code
reviewed
annually
in May
Advice available from the Council’s solicitors. | Council to identify opportunities as part of its Ongoing | TC
Clerk and Deputy trained. analysis of the business to be conducted and
its preparation for its budget, in conjunction
with community consultation.
Provision to be created for the cost of a by- Autumn RFO
election or referendum. Budgeted annually of the
from autumn onwards in the year preceding relevant
the relevant year. year
Insurance in place. No less than annual review of insurance Last TC
quarter of
the
precedin
g year
and May
annually
New members to be trained in different roles After TC

Ongoing work to ensure that there is ongoing

7
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Government and public service liaison to maximise opportunities and and responsibilities of a local council and a every
partners influence. principal authority. election
Particular work taking place to minimise the as
harm created by the handover from Waveney required
District Council of relevant assets and also to
support implementation on an ongoing basis
and influence over matters such as
development control.
Council meetings not quorate or Attendance recorded as part of minute taking | House style developed for minutes and Ongoing | TC

not minuted correctly.

to evidence a quorum.

Minutes and agenda published as per legal
requirements. Minutes approved by the
Council as a true and accurate record.

agenda

Lowestoft Town Council Risk Assessment and Management Policy. Adopted May 2017. Reviewed May 2018, March 2019, May 2019, March 2020, January 2021 and May 2021. Next

Review Date May 2022.

8






Lowestoft Town Council
Risk Assessment and Management Policy

Louwsestoft
Town Council
Controls in place Additional controls required ©
m —_—

3l < g 33
~| 8| % 5 S8
o| £ « Q =
S| T x £ o ©
o| Y| = o)

E|l Dk o
STAFFING
Inadequate capacity to fulfil the 2|1 Arrangements for staffing established. Annual Appraisals and assessment of ongoing 2021-22 | TC
Council’s objectives appraisals and annual personnel committee needs of the Council. recruitme
arrangements in place for the period preceding Ensure staff capacity exists to deal with nt
the budget discussions. current and future workload. Additional staff
secured as needed.
Inadequate training 2|1 Induction and initial training in place. All officers to receive sufficient professional | Ongoing | TC
Training policy and record sheets established. and on-the-job training to ensure they can
fulfil their roles.
Officer appraisal to take place on regular
basis
Member training to take place as needed to
take account of any specialist committee
roles and new developments.
Payroll inaccurate 2|1 Using outsourced payroll provider and councillor | Payroll arrangements under review. Ongoing | TC
checks in place.
Controls in place Additional controls required ©
o Q

B g &
~| 8| & £ 5
S 5| 5 £ 5 °
o ¢ » = o)
E|l Dl & o

HEALTH & SAFETY &

EMERGENCIES

Member of public, staff or 2|1 Health and Safety Policy in place All members and staff made aware of their Annually | TC
members injured at Lowestoft Public & employers liability insurance in place. Health & Safety responsibilities. in May

Town Council premises or event Contractors required to state liability insurance policy
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status prior to securing work with Lowestoft reviewed

Town Council.
Emergency situations causing Risk assessments made as needed. Changes to practices made in line with the As TC
unforeseen health, safety, Events and Communications Officer appointed law and practical implications. needed
financial and other concerns to assist with emergency planning and business

continuity plans.
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Controls in place

Additional controls required
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INFORMATION ASSETS
Excessive Freedom of 2|2 ICO registration in place as data controllers Policies in place, Ongoing | TC
Information requests (Council and councillors), subject to payment by
the Council.
Publication Scheme in place.
Minutes and spend over £500 published on the
Lowestoft Town Council website.
Public and press welcome to attend council
meetings.
Loss of data 2|1 Backup system in place through ECCH Back up and security arrangements Ongoing | TC
(landlord) plus all contractors dealing with maintained.
relevant data have secure and backed up
systems.
Corporate memory loss arising 2|1 Documents to be available on Lowestoft Town Develop and apply procedure for dealing Ongoing | TC
from staff or member loss of Council website where appropriate. with future staff leavers (to include
office / resignation Passwords to be protected as per Financial documenting knowledge).
Regulations. Member knowledge to be documented
Delegated decisions to be recorded as required | within the Council data storage
in law.
Events and Communications Officer appointed.
Breach of data protection / 211 Network password protected. Breaches of data | Officer training in information security and Ongoing. | TC
information security protection required to be reported to council. principles of data protection. Policy
Council registered as a data controller with ICO, | Contractual clause for officers and reviewed
subject to payment by the Council. consultants to maintain confidentiality. annually
Policy developed. in May
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Controls in place

Additional controls required
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REPUTATION
Adverse press coverage 212 Public and press welcome to attend/film Council Proactively use the press to promote Ongoing | TC
meetings. the work of Lowestoft Town Council
Only the Clerk and Chair may respond to media
enquiries on behalf of the Council.
TC media training to be incorporated
Lack of community engagement | 2 | 2 All Lowestoft Town Council activity is for the benefit | Promote and apply community Ongoing | TC
and recognition of the people of its area. engagement strategy including use of
surveys and neighbourhood plan
processes.
Government no longer values 111 Lowestoft Town Council to engage with MP and Respond to Government consultations. | Ongoing | TC
the work of local councils and decision-makers and influencers where appropriate. | Develop community engagement
introduces restrictions. strategy and promote good news
stories.
Undue negative influence of 2 |2 Election nominations open and promoted to all Promote unencumbered outcome Ongoing | TC

political parties on council policy

residents/workers who meet the qualification criteria

focused council working for the benefit
of the community.

Review political composition of the
council.

Training sessions held for potential new
candidates.

TC =Town Clerk RFO = Responsible Financial Officer

Revisions
Date Amendment
January 2021 Added ‘serious and emergency situations’ to

2.3.
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January 2021

First row of Corporate Risk Assessment added:
‘Budgets and precepts set in the respective
Januarys preceding the relevant financial year.’
and ‘Budget preparation is from October to
January preceding the financial year in
question’.

January 2021

In the Corporate Risk Assessment removed
references to specific years throughout the
‘Timeframe’ column.

January 2021

In the Corporate Risk Assessment under
‘Incomplete or Inaccurate Financial Records’
added: Internal Controller checklist approved
annually (rather than ‘internal control policy to
be draft and checked annually’). Also added
‘Financial Assistant supports’.

January 2021

In the Corporate Risk Assessment, under
‘Council overspend’ added: ‘and reviewed
annually’ after ‘Reserves Policy in place’.

January 2021

In the Corporate Risk Assessment, under
‘Incorrect VAT claim and VAT non-compliance’,
added: ‘Making Tax Digital rules complied with
including software upgrades’, removed ‘subject
to verification of Clerk’s identity’. Also wording
changed to clarify that some staff have received
training for VAT procedures and advice has
been sought from a specialist advisor.

January 2021

In the Corporate Risk Assessment, under
‘Insurance inadequate for purposes’, added:
‘Additional items and cover extensions made as
needed’ and ‘procurement for next three years
underway’.

January 2021

In the Corporate Risk Assessment, under ‘Loss
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of interest’, removed: (after ‘savings account
established’) ‘with the Government Debt
Management Office for a four month period
and revised arrangements to be progressed for
19-20’).

January 2021

In the Corporate Risk Assessment, under ‘Loss
or theft of cash’ (after ‘fidelity insurance in
place’), added: ‘Level increased as needed to
reflect changes in Council funds.’

January 2021

In the Corporate Risk Assessment, under ‘Spend
and activity in areas in which the Council has no
power (ie Council behaves ultra vires)’
amendment made to reflect legal advice sought
through ‘the Council’s solicitor’ rather than
name of specific firm. This amendment applies
throughout, whether specific solicitor firm was
previously named.

January 2021

In the Corporate Risk Assessment, under
‘Insufficient capacity of members and staff to
deliver upon Council objectives’ clarified that
commitments are all made under the General
Power of Competence.

January 2021

In the Corporate Risk Assessment, under
‘payroll inaccurate’, replaced: ‘payroll not
needed currently under interim arrangements’
with: ‘Using outsourced payroll provider and
councillor checks in place’. Also, replaced:
‘using outsourced payroll provider and
Councillor checks in place’ with: ‘Payroll
arrangements under review’.

January 2021

In the Corporate Risk Assessment, amended the
heading ‘Health & Safety’ to ‘Health & Safety &

14
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Emergencies’

January 2021 In the Corporate Risk Assessment, added a
whole line under the ‘Health & Safety &
Emergencies’ heading, entitled ‘Emergency
situations causing unforeseen health, safety,
financial and other concerns’.

January 2021 In the Corporate Risk Assessment, under
‘Corporate memory loss arising from staff or
member loss of office / resignation’ added:
‘Events and Communications Officer
appointed’.

January 2021 In the Corporate Risk Assessment, under
‘Breach of data protection / information
security’ removed: ‘for Waveney District
Council and Suffolk Association of Local
Councils’ (after ‘network password protected’).
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