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Executive Summary
This report presents a comprehensive data mapping and risk assessment for Whitchurch Rural Parish Council, aligning with the requirements of the General Data Protection Regulation (GDPR) and the Data Protection Act 2018. The document identifies key personal data flows, storage locations, and processing activities within the Council, and assesses associated risks. Practical recommendations are provided to mitigate these risks and strengthen compliance. This assessment is designed to support Parish Council members and the Data Protection Officer (DPO) in safeguarding individuals’ data rights and maintaining public trust.
Introduction
Purpose and Scope
The purpose of this report is to map the flow of personal data handled by Whitchurch Rural Parish Council and to systematically assess the risks associated with these activities. The scope covers all personal data processed by the council, including councillors, staff, volunteers, contractors, and residents.
GDPR Overview and Relevance to Parish Councils
The GDPR, effective since 25 May 2018, governs the collection, processing, storage, and sharing of personal data. Parish councils, as public bodies, are ‘data controllers’ and must ensure all personal data is processed lawfully, transparently, and securely. Non-compliance can result in reputational damage and significant fines. This report enables the council to demonstrate accountability and proactive risk management.
Data Map
Personal Data Types Collected
· Names, addresses, email addresses, and phone numbers of residents, staff, and Councillors
· Bank account details for suppliers, staff, and grant recipients
· Minutes of meetings (potentially identifying individuals)
· Correspondence (letters, emails, contact forms)
· Photographs and video recordings (events, CCTV if present)
· Application forms (allotments, grants, employment)
Sources of Personal Data
· Directly from individuals (in person, email, online forms)
· Third parties (service providers, contractors, local authorities)
· Publicly available sources (electoral roll, public registers)
Processing Activities
· Managing council business (meetings, minutes, agendas)
· Administering services (allotments, grants, bookings)
· Financial transactions (payments, payroll, invoices)
· Communications (newsletters, consultations, responses to enquiries)
· Event organisation and publicity
· Legal compliance and statutory returns
Storage Locations
· Secure council computers and laptops
· Networked drives and cloud storage (e.g., Office 365, Dropbox)
· Physical files in 
· 
· cabinets at the Clerk’s home office
· Personal devices (where permitted by policy, e.g., Councillors’ tablets, phones etc)
· Email servers (internal and external providers)
Data Sharing
· Other local authorities (e.g., district or county councils)
· Service providers (e.g., payroll, IT support, auditors)
· Regulatory authorities (e.g., ICO, HMRC)
· Members of the public (in line with transparency requirements, e.g., meeting minutes)
Risk Assessment
	Data Flow
	Risk Identified
	Likelihood
	Impact
	Current Controls

	Resident contact details collected via online forms
	Unauthorised access due to insecure website or email transmission
	Medium
	High
	SSL encryption, password-protected email accounts

	Payroll data sent to external provider
	Data breach at third-party processor
	Low
	High
	Data processing agreements, secure transfer methods

	Physical files stored in parish Clerk’s office
	Loss or theft of paper records
	Low
	Medium
	Stored in cabinets at Clerk’s home (secured), restricted access

	Minutes and agendas published online
	Accidental disclosure of sensitive personal data
	Low
	High
	Pre-publication review, redaction procedures

	Emails to councillors’ personal devices
	Loss of device leading to data exposure
	Medium
	Medium
	Password protection, device encryption, remote wipe, use of gov.uk address

	CCTV footage (if present)
	Retention beyond necessary period, unauthorised viewing
	Low
	Medium
	Retention policies, access logs


Mitigation Measures and Recommendations
1. Enhance Security of Digital Systems: Ensure all online forms and emails are protected with up-to-date encryption. Regularly review and update passwords. Enable multi-factor authentication for email and cloud services.
2. Formalise Data Processing Agreements: Conduct due diligence on all third-party processors. Ensure all contracts include GDPR-compliant clauses covering data security, breach notification, and data return or deletion.
3. Secure Physical Data: Restrict access to locked storage. Maintain a register of who has access. Regularly review physical storage arrangements.
4. Review Publication Procedures: Before publishing minutes or reports online, conduct thorough checks to redact any personal data not required for transparency.
5. Strengthen Device Management: Require all councillors and staff accessing personal data on personal devices to use strong passwords, enable encryption, and know how to trigger remote wipe if a device is lost. Use of gov.uk email addresses only. 
6. Implement Retention and Disposal Policies: Maintain and enforce a data retention schedule, ensuring data is not kept longer than necessary and is disposed of securely (e.g., shredding, secure deletion).
7. Provide Training and Awareness: Deliver regular GDPR and data protection training to staff, councillors, and volunteers. Emphasise the importance of privacy and data security.
8. Maintain a Data Breach Response Plan: Document procedures for identifying, reporting, and managing data breaches. Ensure all staff are aware of their responsibilities.
9. Regularly Review Data Map and Risk Assessment: Update this document annually or when significant changes occur (e.g., new systems, services, or data flows).
Conclusion
Whitchurch Rural Parish Council handles a variety of personal data as part of its public duties. Through mapping data flows and assessing risks, this report highlights current controls and areas needing improvement to ensure ongoing GDPR compliance and data security. Implementation of the recommended mitigation measures will further reduce risks and demonstrate the Council’s commitment to best practice. The Council should treat this as a living document, reviewing it regularly and updating as necessary.
Appendices
Glossary
· GDPR: General Data Protection Regulation, the EU and UK framework for data protection.
· Data Controller: The organisation that determines the purposes and means of processing personal data.
· Personal Data: Information relating to an identified or identifiable individual.
· Processing: Any operation performed on personal data, including collection, storage, or sharing.
· Data Processor: A third party that processes data on behalf of the controller.
· DPO: Data Protection Officer, responsible for overseeing data protection strategy and compliance.
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