RED GEORGE RURAL SKILLS
GDPR Policy and Procedures
1. Purpose
This policy outlines how Red George Rural Skills collects, uses, stores, shares and protects personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Red George is committed to ensuring that all personal information, particularly special category and safeguarding information, is processed lawfully, fairly, securely and confidentially.
2. Scope
This policy applies to:
· Both Staff
· All personal data relating to learners, parents/carers, staff, referring schools, local authorities and partner organisations.
· All paper and electronic records held by Red George Rural Skills.
3. Definitions
Personal Data
Any information relating to an identified or identifiable individual.
Special Category Data
Sensitive personal information including health information, ethnicity, disability, safeguarding records and other information requiring additional protection.
Processing
Any activity involving personal data including collecting, recording, storing, using, sharing or deleting information.
Data Subject
The individual whose personal data is being processed.
4. Data Protection Principles
Red George processes personal data in accordance with the seven UK GDPR principles.
1. Lawfulness, Fairness and Transparency
Personal data is processed lawfully and individuals are informed about how their information is used.
2. Purpose Limitation
Information is collected only for specified, explicit and legitimate purposes.
3. Data Minimisation
Only information necessary for the provision of education, safeguarding and organisational requirements is collected.
4. Accuracy
Personal data is kept accurate and updated where necessary.
5. Storage Limitation
Information is retained only for as long as necessary in accordance with legal and operational requirements.
6. Integrity and Confidentiality
Appropriate technical and organisational measures are used to protect personal information.
7. Accountability
Red George demonstrates compliance with UK GDPR through appropriate policies, procedures and staff training.
5. Lawful Bases for Processing
Personal data is processed under one or more of the following lawful bases:
· Legal obligation (for example safeguarding responsibilities)
· Public task (education provision)
· Consent (such as photographs or marketing)
· Vital interests (medical emergencies)
· Contract (where appropriate)
Special category data is processed under additional UK GDPR conditions including safeguarding, health and social care or explicit consent where applicable.
6. Roles and Responsibilities
Staff must:
· Handle personal information securely.
· Access only information necessary for their role.
· Maintain confidentiality.
· Report suspected data breaches immediately.
· Follow this policy together with the Safeguarding and Child Protection Policy.
7. Data Collection
Personal information may be collected from:
· Learners and families.
· Referring schools.
· Local authorities.
· Health and support professionals.
Information collected may include:
· Contact details.
· Attendance records.
· Learning progress.
· Behaviour information.
· Health information.
· SEND information.
· Safeguarding concerns.
· Emergency contact details.
Only information that is relevant and necessary will be collected.
8. Data Storage and Security
Red George takes appropriate technical and organisational measures to protect personal data against accidental loss, unauthorised access, misuse, alteration or disclosure.
The organisation will ensure that:
· Digital information is stored on secure, password-protected systems.
· Highly sensitive information, including safeguarding records, is stored using iStorage datAshur hardware-encrypted USB devices protected by AES-XTS 256-bit hardware encryption and PIN authentication.
· Any paper records are stored in a locked cabinet within secure premises.
· Access to personal information is restricted to authorised personnel who require the information to perform their duties.
· Portable encrypted storage devices are kept securely when not in use and must never be left unattended in public places.
· Storage arrangements are reviewed periodically to ensure continued compliance with UK GDPR, the Data Protection Act 2018 and Information Commissioner's Office (ICO) guidance.
9. Data Sharing
Personal information may be shared where lawful and necessary with:
· Local Authorities.
· Referring schools.
· Children's Social Care.
· Health professionals.
· Safeguarding partners.
· Police and other statutory agencies where required.
Before sharing information staff will:
· Confirm the lawful basis for sharing.
· Share only the minimum information necessary.
· Use secure methods such as encrypted email where appropriate.
· Record significant information-sharing decisions.
Safeguarding concerns will always be shared where necessary to protect a child or vulnerable person.
10. Retention and Disposal
Personal information will only be retained for as long as necessary.
When records are no longer required they will be securely disposed of by:
· Permanently deleting electronic records.
· Securely shredding confidential paper records.
· Ensuring encrypted storage devices are securely wiped before disposal where appropriate.
Retention periods will follow organisational requirements and statutory guidance.
11. Data Subject Rights
Individuals have the right to:
· Access their personal data.
· Correct inaccurate information.
· Request erasure where applicable.
· Restrict processing.
· Object to processing.
· Withdraw consent where consent is the lawful basis.
Requests will normally be responded to within one calendar month.
12. Data Breaches
A personal data breach may include:
· Loss or theft of personal information.
· Unauthorised access.
· Accidental disclosure.
· Loss of encrypted or unencrypted devices.
Procedure
Staff must:
1. Report the breach immediately.
2. Contain the breach where possible.
3. Assess potential risks.
4. Record the incident.
5. Notify the Information Commissioner's Office within 72 hours where required.
6. Inform affected individuals where legally necessary.
7. Review procedures to prevent recurrence.
13. Safeguarding Records and Confidentiality
Safeguarding records contain highly sensitive personal information and are managed separately from general learner records.
Red George will ensure that:
· Safeguarding records are stored securely with access restricted to authorised personnel only.
· Information is shared strictly on a "need to know" basis and only where there is a lawful safeguarding reason.
· Staff understand that confidentiality must never prevent information being shared where a child or vulnerable person is at risk of harm.
· Safeguarding records are factual, accurate, signed and dated where appropriate.
· Records are retained and securely disposed of in accordance with organisational retention arrangements and UK data protection legislation.
· Staff follow both this policy and the Safeguarding and Child Protection Policy when managing safeguarding information.
14. Monitoring and Review
This policy will be reviewed annually or sooner if:
· Legislation changes.
· ICO guidance changes.
· A significant data breach occurs.
· Organisational procedures change.


PROCEDURES
Data Breach Procedure
1. Identify and contain the breach.
2. Inform the Registered Manager immediately.
3. Assess the risk to individuals.
4. Record the breach.
5. Notify the ICO where required.
6. Inform affected individuals if necessary.
7. Review and implement corrective actions.
Data Sharing Procedure
1. Confirm there is a lawful basis.
2. Share only the minimum information required.
3. Use secure transfer methods.
4. Record significant information-sharing decisions.
5. Follow safeguarding procedures where concerns relate to a child's welfare.
Record Keeping Procedure
Red George will ensure that all records are:
· Accurate, factual and contemporaneous.
· Stored securely.
· Accessible only to authorised personnel.
· Regularly reviewed for accuracy.
· Retained in accordance with organisational retention arrangements.
· Securely destroyed when no longer required.
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