GDPR POLICY AND PROCEDURES

1. Purpose
This policy outlines how Red George collects, uses, stores, and protects personal data in compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. It ensures that all staff understand their responsibilities when handling personal data, particularly where sensitive data is often processed.

2. Scope
This policy applies to:
· All staff 
· All personal data relating to students, parents/carers, staff, and partners

3. Definitions
· Personal Data: Any information relating to an identifiable individual.
· Special Category Data: Sensitive data such as health, ethnicity, safeguarding records.
· Processing: Any activity involving personal data (collection, storage, use, sharing).
· Data Subject: The individual whose data is being processed.

4. Data Protection Principles
Red George adheres to the following principles:
1. Lawfulness, fairness, and transparency
Data is processed legally and clearly communicated to individuals.
2. Purpose limitation
Data is collected for specified, explicit purposes.
3. Data minimisation
Only necessary data is collected.
4. Accuracy
Data is kept accurate and up to date.
5. Storage limitation
Data is retained only as long as necessary.
6. Integrity and confidentiality
Data is kept secure.

5. Lawful Bases for Processin
Red George processes data under one or more of the following lawful bases:
· Legal obligation (e.g. safeguarding, attendance reporting)
· Public task (education provision)
· Consent (e.g. photographs, marketing)
· Vital interests (emergency situations)
Special category data is processed under additional conditions such as safeguarding or explicit consent.

6. Roles and Responsibilities
Staff Responsibilities
All staff must:
· Handle data securely
· Only access data necessary for their role
· Report concerns or breaches immediately

7. Data Collection
Data may be collected from:
· Students and families
· Schools, local authorities, or referring agencies
· Staff records
Information collected may include:
· Contact details
· Attendance and progress records
· Behaviour and safeguarding information
· Health and support needs

8. Data Storage and Security
· Digital data is stored on secure, password-protected systems
· Paper records are kept in locked cabinets
· Access is restricted to staff only.
· Data is encrypted where appropriate
9. Data Sharing
Data may be shared with:
· Local authorities
· Referring schools
· Safeguarding partners
· External professionals (e.g. therapists)
All sharing must:
· Be lawful and necessary
· Use secure methods (e.g. encrypted email)
· Be recorded where appropriate

10. Retention and Disposal
· Data is retained according to a retention schedule
· When no longer needed, data is:
· Securely deleted (digital)
· Shredded (paper)

11. Data Subject Rights
Individuals have the right to:
· Access their data (Subject Access Request)
· Rectify inaccurate data
· Request erasure (where applicable)
· Restrict processing
· Object to processing
Requests must be responded to within one month.

12. Data Breaches
A data breach includes:
· Loss, theft, or unauthorised access to data
Procedure:
1. Assess risk to individuals
2. Notify the ICO within 72 hours if required
3. Inform affected individuals where necessary
4. Record and review the breach

13. Safeguarding and Confidentiality
Due to the nature of the setting:
· Safeguarding information is handled with strict confidentiality
· Information is shared on a “need to know” basis
· Staff must follow safeguarding policies alongside GDPR

14. Training and Awareness
· Regular updates and refreshers are provided to staff
· Staff are informed of any policy changes

15. Monitoring and Review
This policy is reviewed annually or when legislation changes.

PROCEDURES
A. Subject Access Request (SAR) Procedure
1. Request received (verbal or written)
2. Verify identity of requester
3. Log request date
4. Gather relevant data
5. Review for third-party data
6. Provide response within 1 month

B. Data Breach Procedure
1. Identify and contain breach
2. Assess severity
3. Record details
4. Report externally if required
5. Implement corrective actions

C. Data Sharing Procedure
1. Confirm lawful basis
2. Ensure minimum data shared
3. Use secure transfer method
4. Record sharing decision

D. Record Keeping Procedure
· Maintain clear, accurate records
· Use secure systems only
· Regularly review and update data
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