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Simon Cripwell
27 March 2020 15:43

Subject: Warwickshire County Council Trading Standards email alert Friday 27th March 2020:

Warwickshire residents and businesses targeted by scam coronavirus ‘phishing’ emails

Scammers are sending coronavirus related ‘phishing’ emails to steal personal and financial
information, Warwickshire Trading Standards is warning.

The emails may contain dangerous attachments containing viruses and spyware or
encourage recipients to follow a link in the email to a fake and/or malicious website.

Beware of any suspicious/unexpected emails you receive related to coronavirus, for
example:

Emails that that encourage recipients to provide their bank details in order to receive
coronavirus related Government payments (e.g. to replace wages or school dinner
payments)

Emails designed to look like they have been sent by the NHS or other

Government bodies. These emails might falsely claim to link to a list of coronavirus
cases in your area

Emails that offer purported medical advice to help protect you against the
coronavirus. The emails might claim to be from medical experts near Wuhan, China,
where the coronavirus outbreak began

Emails targeted at businesses and specifically those working from home.

These scam emails may appear to come from the company IT department or
Personnel department and contain fake policy document attachments which

the recipient is asked to download and read.

How you can protect yourself:

Think before you click. Hover over any links in emails. You should be able to see the
web page address the link take you to in the bottom left hand corner of your
browser

Verify the email sender. Even if you receive an email from someone know personally,
if the email is unexpected or appears suspicious call the sender and check the email
is genuine. Scammers can hack personal email accounts to send out phishing

emails

Use a firewall and keep your security and other software installed on your computer
up to date

Install anti-phishing, anti-virus and email security software

Phishing attacks often use malicious file attachments. Such files are often named in
such a way as to encourage recipients to open them. Treat all file attachments with
suspicion

For more advice, visit Get Safe Online: https://www.getsafeonline.org/

Keep up to date with the latest Warwickshire coronavirus scams,

visit: https://www.warwickshire.gov.uk/scams



https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.getsafeonline.org%2F&data=02%7C01%7Cjohnhorner%40warwickshire.gov.uk%7C89372d1bd3e14d4915e208d7d2659689%7C88b0aa0659274bbba89389cc2713ac82%7C0%7C0%7C637209206079671434&sdata=0x1qedhTZNXVPJ1HeHqj335hQWmI5cSXDiplFFbuf78%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.warwickshire.gov.uk%2Fscams&data=02%7C01%7Cjohnhorner%40warwickshire.gov.uk%7C89372d1bd3e14d4915e208d7d2659689%7C88b0aa0659274bbba89389cc2713ac82%7C0%7C0%7C637209206079681429&sdata=yk%2FOdcVKYIdKy78H%2BZSAZgSGol%2BYgG2ASyzJXvkzJpA%3D&reserved=0

Please help us spread these messages by forwarding them on as you see fit or posting it
online on social media or the Internet

Simon Cripwell

Trading Standards Officer
Warwickshire County Council

Shire Hall (Post Room)

Northgate Street

Warwick

CV34 4RL
simoncripwell@warwickshire.gov.uk
01926 738987

07771 975570

This transmission is intended for the named addressee(s) only and may contain confidential,
sensitive or personal information and should be handled accordingly. Unless you are the
named addressee (or authorised to receive it for the addressee) you may not copy or use it, or
disclose it to anyone else. If you have received this transmission in error please notify the
sender immediately. All email traffic sent to or from us may be subject to recording and/or
monitoring in accordance with relevant legislation.

You're receiving this message because you're a member of the Arden Coronavirus group from
Warwickshire County Council. To take part in this conversation, reply all to this message.

View group files Leave group Learn more about Office 365 Groups


https://outlook.office365.com/owa/ardencoronavirus@warwickshire.gov.uk/groupsubscription.ashx?source=EscalatedMessage&action=files&GuestId=178f4fcf-b909-4a40-a9b7-4baba84616b1
https://outlook.office365.com/owa/ardencoronavirus@warwickshire.gov.uk/groupsubscription.ashx?source=EscalatedMessage&action=leave&GuestId=178f4fcf-b909-4a40-a9b7-4baba84616b1
https://aka.ms/o365g

