
COUGHTON PARISH COUNCIL
RISK REGISTER

1. PURPOSE
1.1 This Risk Register identifies key risks facing Coughton Parish Council and sets out the controls in place to manage those risks.
1.2 The Council recognises that it must manage risk in a proportionate and transparent way to ensure:
· Proper governance
· Protection of public funds
· Continuity of services
· Legal compliance
1.3 The Risk Register shall be reviewed at least annually and updated when circumstances change.

2. RISK ASSESSMENT METHOD
Each risk is assessed using:
· Likelihood: Low / Medium / High
· Impact: Low / Medium / High
· Overall Risk Rating: Based on combined assessment
Controls are applied to reduce risk to an acceptable level.

3. STRATEGIC RISK REGISTER

A. FINANCIAL RISKS
A1. Fraud or Financial Mismanagement
· Likelihood: Low
· Impact: High
· Risk Level: Medium
Controls:
· Dual authorisation of payments
· Monthly bank reconciliations
· Internal audit annually
· Council approval of all payments
· Segregation of duties between Clerk/RFO and Councillors

A2. Budget Overspend
· Likelihood: Medium
· Impact: Medium
· Risk Level: Medium
Controls:
· Annual budget approval before precept
· Quarterly budget monitoring
· Reporting variances to Council meetings
· Clerk expenditure limits under Financial Regulations

A3. Loss of Funds Through Banking Error or Cyber Fraud
· Likelihood: Low
· Impact: High
· Risk Level: Medium
Controls:
· Dual online banking approval
· Secure banking credentials
· Regular reconciliation
· Strong password management
· Bank mandate reviewed annually

B. GOVERNANCE RISKS
B1. Failure to Comply with Legislation
· Likelihood: Low
· Impact: High
· Risk Level: Medium
Controls:
· Use of NALC model documents
· Clerk training and professional updates
· Annual policy review cycle
· Internal audit review

B2. Incorrect Decision-Making or Ultra Vires Activity
· Likelihood: Medium
· Impact: Medium
· Risk Level: Medium
Controls:
· Proper agendas and minutes
· Clerk legal advice support (NALC/SLCC guidance)
· Scheme of Delegation
· Council resolutions recorded clearly

B3. Lack of Quorum Preventing Decisions
· Likelihood: Medium
· Impact: Medium
· Risk Level: Medium
Controls:
· Scheduled meeting calendar
· Councillor attendance monitoring
· Reminder system for meetings
· Ability to call extraordinary meetings

C. OPERATIONAL RISKS
C1. Clerk Absence or Unavailability
· Likelihood: Medium
· Impact: Medium
· Risk Level: Medium
Controls:
· Delegation to Chair/Vice-Chair for urgent matters
· Secure document storage and handover notes
· Use of Clerk Procedure Manual
· Flexible working arrangements

C2. Loss of Records or Data
· Likelihood: Low
· Impact: High
· Risk Level: Medium
Controls:
· Cloud storage and backups
· Secure filing system
· Records Retention Policy
· GDPR-compliant data handling

C3. IT Failure or Cyber Attack
· Likelihood: Medium
· Impact: Medium
· Risk Level: Medium
Controls:
· Password protection and updates
· Secure email accounts
· Antivirus software
· Regular backups

D. ASSET RISKS
D1. Damage or Loss of Council Assets
· Likelihood: Medium
· Impact: Medium
· Risk Level: Medium
Controls:
· Asset Register maintained and updated annually
· Insurance cover reviewed annually
· Routine inspections where applicable

D2. Theft or Vandalism
· Likelihood: Low
· Impact: Medium
· Risk Level: Low to Medium
Controls:
· Insurance cover
· Secure storage of equipment
· Reporting incidents promptly

E. LEGAL AND COMPLIANCE RISKS
E1. Data Protection Breach (UK GDPR)
· Likelihood: Low
· Impact: High
· Risk Level: Medium
Controls:
· Data Protection Policy
· Secure storage of personal data
· Limited access to sensitive information
· Training for Clerk and Councillors

E2. FOI Non-Compliance
· Likelihood: Low
· Impact: Medium
· Risk Level: Low
Controls:
· Publication Scheme in place
· FOI Policy adopted
· Clerk responsible for responses within statutory deadlines

E3. Health & Safety Liability
· Likelihood: Low
· Impact: High
· Risk Level: Medium
Controls:
· Risk assessments for Council activities
· Insurance cover
· Compliance with Health & Safety guidance
· Safe working practices for Clerk/contractors

F. REPUTATIONAL RISKS
F1. Public Complaints or Negative Perception
· Likelihood: Medium
· Impact: Low to Medium
· Risk Level: Medium
Controls:
· Complaints Procedure in place
· Transparent decision-making
· Clear minutes and public engagement

F2. Misuse of Social Media or Communications
· Likelihood: Low
· Impact: Medium
· Risk Level: Low to Medium
Controls:
· Social Media Policy (if applicable)
· Authorised spokesperson rules
· Code of Conduct compliance

4. OVERALL RISK MANAGEMENT STATEMENT
Coughton Parish Council recognises that it has a responsibility to manage risks in a structured and proportionate way.
The Council considers that, with the controls outlined above, risks are managed at an acceptable level consistent with its size, resources, and statutory obligations.

5. REVIEW
5.1 This Risk Register shall be reviewed:
· Annually as part of governance review
· Following any significant incident or change in operations
5.2 Amendments must be approved by full Council.

ADOPTION
Adopted by Coughton Parish Council on:
Date: ___________________________
Signed (Chair): ___________________________
Signed (Clerk): ___________________________


